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1 Introduction

This document provides users with AWS IoT Cloud platform access method, including how to connect
Quectel module to AWS IoT Cloud platform with MQTTS and the related AT command involved in the
AWS IoT platform access process.

1.1. Brief Introduction on AWS loT

AWS loT provides secure, bi-directional communication between Internet-connected devices such as
sensors, actuators, embedded micro-controllers, or smart appliances and the AWS Cloud. This enables to
collect telemetry data from multiple devices, and store and analyze the data.

AWS loT Cloud platform supports TLS dual authentication for client certificates, in which MQTT can act as
a message broker which provides a secure mechanism for devices and AWS loT applications to publish
and receive messages from each other. After importing certificates into Quectel module, the module can
access to AWS loT Cloud platform through MQTTS.

1) (G

e ) =
-@-!9- % AWS loT Core -
A— \ Messages are transmitted N @_@ -
and received using the MQTT
Devices publish & subscribe protocol which minimizes the Devices communicate
Billions of devices can publish code footprint on the device AWS loT Core enables devices
and subscribe to messages and reduces network to communicate with AWS

bandwidth requirements services and each other

Figure 1: Communication between AWS IOT and the Device
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2 AWS loT Platform Access

AWS loT platform supports TLS client and server certificates authentication, with the MQTT protocol as a
message broker. The certificates imported by the module can be used to connect the AWS loT platform

with MQTTS.

“ NOTE |

Before using AWS loT services, an AWS account must be created. Please refer to the AWS official link
https://docs.aws.amazon.com/iot/latest/developerquide/setting-up.html#aws-reqgistration for details on
how to create an AWS account.

2.1. Register Device and Get Certificates

Sign in to the AWS IoT platform and register a device in the registry. Certificates will be created in the
process of device registration.

“ NOTE |

The certificates created in the process of device registration to be imported into the module later should
downloaded to the local computer.

2.1.1. Register Device

1. Navigate to the AWS loT Console at https://console.aws.amazon.com/iot/home, in the navigation
pane, choose Manage, and then choose Things.

BG95 Series AWS |oT_Platform_Access _User_Guide 7131
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AWS loT
Monitor Welcome to the AWS loT Console
To get started, you can jump into the recommended starting points below, or explore other
» Onboard learning resources as needed.
¥ Manage
Types £

Thing groups

Billing Groups
Jobs ~
Tunnels @@ <
P Greengrass \_/ \L_/
P Secure
. See how AWS loT works Connect to AWS loT Explore documentation
» Defend
Explore an interactive tutorial through the Connect a device, a mobile or web app to The AWS loT documentation is a great
b Act components of AWS loT. AWS |oT in a few easy steps! resource for more details.

et Gofte documentation

It takes 5 minutes

Figure 2: AWS loT Console

AWS loT
Monitor @
= o=
» Onboard X

\. |\‘\': o
\07 d{D
14 \

m

Types

Thing groups
Billing Groups
Jobs

Tunnels
You don't have any things yet

A thing is the representation of a device in the cloud.

P Greengrass

P Secure
b Act
Test

Figure 3: Register a Thing

2. Inthe Creating AWS IloT things page, click “Create a single thing”.
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Creating AWS loT things

An loT thing is a representation and record of your physical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing

Create a thing in your registry Create a single thing

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or register Create many things
devices so they are ready to connect to AWS loT.

Cancel Create a single thing

1l

Figure 4: Create a Single Thing

3. Then add your device to the thing registry according to the provided steps. Take the device name
MyloTDevice as an example:

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.
Name

MyloTDevice

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected i

Figure 5: Add Device to the Thing Registry

BG95 Series AWS IoT_Platform_Access_User_Guide 9/31
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2.1.2. Get Certificates

X.509 certificates protects the connection between device and AWS IoT platform. The certificates have to
be activated before using.

1. On the Add a certificate for your thing page, under One-click certificate creation, choose Create
certificate.

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate Create certificate
authority.

Create with CSR
L. Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate
Get started
Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate
loT.

[ eEmmm ]
e
=

Figure 6: Add Certificate for Thing

2. Download certificates, keys and root CA and save them in your PC. If your device supports it, you
should select the RSA 2048 bit key: Amazon Root CA 1 These are cross-signed by Starfield.
https://docs.aws.amazon.com/iot/latest/developerguide/server-authentication.html.

BG95 Series AWS |oT_Platform_Access _User_Guide 10/31
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:
A certificate for thi
FE cate Tor this f2cec8702d.cert.pem Download
thing
A public key f2cec8702d.public.key Download
A private key f2cec8702d.private key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loTDownload

Figure 7: Download Certificates

CA certificates for server authentication

Depending on which type of data endpoint you are using and which cipher suite you have negotiated, AWS loT
Core server authentication certificates are signed by one of the following root CA certificates:

VeriSign Endpoints (legacy)
e RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificate 3
Amazon Trust Services Endpoints (preferred)

® Note
You might need to right click these links and select Save link as... to save these certificates as files.

I- RSA 2048 bit key: Amazon Root CA 1[2.

e RSA 4096 bit key: Amazon Root CA 2. Reserved for future use.
e ECC 256 bit key: Amazon Root CA 3[Z.

e ECC 384 bit key: Amazon Root CA 4. Reserved for future use.

These certificates are all cross-signed by the Starfield Root CA Certificate [2. All new AWS loT Core regions,
beginning with the May 9, 2018 launch of AWS loT Core in the Asia Pacific (Mumbai) Region, serve only ATS
certificates.

Figure 8: Select Root CA

BG95 Series AWS |oT_Platform_Access _User_Guide 11/31
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2.2. Create Policies and Attach

1. Create a policy.

In the AWS IoT console page, select “Secure” in the left navigation bar, click “Policies” and “Create”
to create a policy. In the “Create a policy” page, input policy name, take policy name
MyloTDevicePolicy as an example:

AWS loT A
Policies (=]
Monitor
» Onboard Search policies Card -
» Manage . . ae
mydevice1-Policy gsm_iot_policy cyz_test_001-Policy cs_iot_aws_policy_2
P Greengrass
¥ Secure 1
Certificates c.s_iot_policy_aws_ca c.s_iot_policy My_lot_Policy MylotThing-1
Policies
CAs
Role Aliases ) . . aae e
MylotPolicy-2 MyGreengrass_Core-p... Default 01234cd72d1bac290...
Authorizers
» Defend

Figure 9: Policies

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about loT policies go to the AWS loT Policies documentation page.

Name

MyloTDevicePolicy

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

*

Resource ARN

*

Effect

Allow Deny

Figure 10: Create a Policy

BG95 Series AWS |oT_Platform_Access _User_Guide 12/31
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“ NOTE |

This policy grants unrestricted access for all iot operations, and is to be used only in a development
environment. For non-dev environments, all devices in your fleet must have credentials with privileges
that authorize intended actions only, which include (but not limited to) AWS IoT MQTT actions such as
publishing messages or subscribing to topics with specific scope and context. The specific permission
policies can vary for your use cases. Identify the permission policies that best meet your business and
security requirements.

For sample policies, refer to
https://docs.aws.amazon.com/iot/latest/developerguide/example-iot-policies.html.

Also refer to

https://docs.aws.amazon.com/iot/latest/developerguide/security-best-practices.html.

2. Attach the policy to a certificate.

In the AWS loT console page, select “Secure” in the left navigation bar, click “Certificates”, choose a

certificate:
AWS loT ere
Certificates
Monitor
» Onboard Search certificates
» Manage sen aee see wes
f2cec8702d1c803825... 01110bfbeb83f2c179... 056766295328ac71d... feba756fcf6bbcedes. ..
3 Greengrass ACTIVE ACTIVE ACTIVE ACTIVE
¥ Secure 1
575ea7de0d0f09e928. .. cb0ef7846b9fbafs5¢... d553ece06b13a6d9d... 19d74a7aaeee2 7cf66...
Policies ACTIVE ACTIVE ACTIVE ACTIVE
CAs
Role Aliases
a36de2e2a6c2808b6... 43529eadad42baef39... e74d1280c106a5e85... ab94c9d05397940e3...
Authorizers ACTIVE ACTIVE ACTIVE ACTIVE
» Defend
b Act M c02baa970360d199a... 51cacdcb29942d252f ... 1286c188c42c04elel... 63a54ff3351c705229...
ACTIVE ACTIVE ACTIVE ACTIVE
Test
a8c6003c315bab496... 33d210fcb2f1889011...

ACTIVE

ACTIVE

Figure 11: Select Certificate

Click “...” to open the drop-down menu and click “Attach policy”:

BG95 Series AWS |oT_Platform_Access _User_Guide
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AWS loT e
Certificates
Monitor
» Onboard Search certificates
P Manage see ase ane aee
f2cec8702¢ 01110bfbeb83f2c179... 056766295328ac71d... feba756fcf6bbeede2s...
» Greengrass ACTIVE Deactivate ACTIVE ACTIVE ACTIVE
¥ Secure i Rz
Certificates 575ea7deC ch0ef7846b9fbafssc... d553ece06b13a6d9d... 19d74a7aaeee27cf66...
.. ACTIVE ACTIVE ACTIVE ACTIVE
Policies
CAs
Role Ali . . i
e as6dee2a 43529eadadazbaef39. . 274d1280c10625685... 2h94cad05397940e3. .
Authorizers ACTIVE ‘Attach thing ACTIVE ACTIVE ACTIVE
» Defend Download
L4 Delete ase ane e
b Act c02baa970356ua199a... 51cacdcb29942d252f... f286c188c42c04eel... 63a54ff3351¢705229...
ACTIVE ACTIVE ACTIVE ACTIVE

Test

Figure 12: Attach Policy

Choose the policy you have created previously and click “Attach”:

Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

f2cec8702d1c8038257515745e832ffa86cd65c2753b501ebcaacbe386666b6d

Choose one or more policies

My_lot_Policy View
MylotThing-1 View
MylotPolicy-2 View
MyGreengrass_Core-policy View
Default View
01234cd72d1bac2901-Policy View )
[ MyloTDevicePolicy View | -

Figure 13: Attach Policy to the Certificate

BG95 Series AWS |oT_Platform_Access _User_Guide 14/31
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3. Attach the certificate to a thing.

Click “.

AWS loT

Monitor

» Onboard

» Manage

P Greengrass

¥ Secure
Certificates
Policies
CAs
Role Aliases

Authorizers

» Defend

P Act

Test

..” of the specified certificate to open the drop-down menu and click “Attach thing”:

Certificates
Search certificates
f2cec8702¢ 01110bfbeb83f2c179... 056766295328ac71d... feb4756fcfbb6eede2s...
ACTIVE ACTIVE ACTIVE ACTIVE
Deactivate
3 Revoke
575ea7deC cb0ef7846b9fb4f55¢... d553ece06b13a6d9d.... 19d74a7aaeee27cf66...
ACTIVE ACTIVE ACTIVE ACTIVE
a36de2e2a Aftach policy 43529eadad42baef39... e74d1280c106a5e85... ab%94c9d05397940e3...
ACTIVE - ACTIVE ACTIVE ACTIVE
Download
B Delete ass ssa ase
c02baagd7035buUa194a... 51cacdcb29942d252f.... f286c188c42c04elel... 63a54ff3351c705229...
ACTIVE ACTIVE ACTIVE ACTIVE

Figure 14: Attach Thing

Choose the thing you have created previously and click “Attach”:

Attach things to certificate(s)

Things will be attached to the following certificate(s):
f2cec8702d1c8038257515745e832ffa86cd65c2753b501ebcaacbe386666b6d

Choose one or more things

2 MyloTDevice P

01234cd72d1bac2901

m

gsm_iot
012368c4532d8d9c01
testDev_1
cs_iot_dev_2-1

cs_iot_aws_ca_1 18

! thing selected m

BG95 Series AWS |oT_Platform_Access _User_Guide 15/31
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To verify whether the policy and thing are attached successfully, select the certificate to list all
attached policies and things.

AWS loT

» Onboard

» Manage

P Greengrass

¥ Secure
Certificates
Policies
CAs
Role Aliases

Authorizers

» Defend

b Act

Test

m

Certificates

Search certificates

f2cec8702d1c803825...

ACTIVE

575ea7de0d0f09e928. ..

ACTIVE

a36de2e2a6c2808b6...

ACTIVE

c02baa970360d199a...

ACTIVE

01110bfbeb83f2c179...

ACTIVE

cb0ef7846b9fbafs5c. ..

ACTIVE

43529eadad42baef39...

ACTIVE

51cacdcb29942d252f ...

ACTIVE

056766295328ac71d...

ACTIVE

d553ece06b13a6dod...

ACTIVE

e74d1280c106a5e85...

ACTIVE

f286c188c42c04elel...

ACTIVE

Figure 16: Select the Certificate

| Certificates > f2cec8?02d‘|c803825?5,.,|

feba756fcfeb6eedes. ..

ACTIVE

19d74a7aaeee27cf6b...

ACTIVE

ab94c9d05397940e3...

ACTIVE

63a54ff3351¢705229...

ACTIVE

f2cec8702d1¢8038257515745e832ffa86cd65c2753b501ebcaacbe386666b6d

ACTIVE

Details

Policies

I Things

MNon-compliance

BG95 Series AWS |oT_Platform_Access _User_Guide

Things

MyloTDevice

Figure 17:

List Attached Things

Actions ¥

16/31



QUEC T &EL LPWA Module Series

= Build a Smarter World BG95 Series AWS IoT Platform Access User Guide

| Certificates > £2cec8702d1c80382575... |

f2cec8702d1c8038257515745e832ffa86cd65c2753b501ebcaacbe386666b6d

ACTIVE .
Actions ~

Details Policies
|
Things MyloTDevicePolicy

Non-compliance

Figure 18: List Attached Policies

2.3. Find MQTT Connection Address and Port

Find the MQTT connection server as below:

AWS loT

Things =
Monitor
» Onboard Search things m Info List -

Type

NO TYPE

01234cd72d1bac2501 NOTYPE
Billing Groups

gsm_iot NO TYPE

012368c4532d8d9c01 NO TYPE
P Greengrass

.........

Figure 19: Things Interface

Choose the things you just created and choose Interact.
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Things > MyloTDevice

MyloTDevice

NO TYPE 3
Actions ~

Details This thing already appears to be connected. Connect a device
Securit
o HTTPS
Thing groups
Billing Groups Update your Thing Shadow using this Rest APl Endpoint. Learn more
Shadows
.com
I Interact
Activity
’ MQTT
Jobs
Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)
Violations

Learn more

Defender metrics

Figure 20: Find MQTT Connection Address

The MQTTS connection port supported by AWS loT platform is shown as below.

Protocols, Port Mappings, and Authentication

The following table shows each protocol supported by AWS loT, the authentication method, and port used for

each protocol.

Protocol, Authentication, and Port Mappings

Protocol Authentication Port ALPN ProtocolName
MQTT X.509 client certificate 8883, 4437 x-amzn-mgtt-ca
HTTPS X.509 client certificate 8443, 4431 x-amzn-http-ca
HTTPS Sigv4 443 N/A

MQTT over WebSocket Sigv4 443 N/A

Figure 21: MQTT Connection Port
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2.4. Import Certificates and Connect to AWS loT Platform

Quectel EVB can test the connection between AWS loT platform and the module. The EVB has antenna,
SIM card and USB power as the figure below shows. Such as BG95-M3 can use GSM/CAT-M/NB-IoT
network. The USB port can be a virtual port to connect with the serial port tool. Please install the

Quectel LTE_Windows_USB_Driver in your PC first. Then you can use the QCOM tool to communicate
with the EVB.

Figure 22: Quectel EVB

b Quectel LTE Windows_USE_Driver V2.1.6

Include in library = Share with + MNew folder
Mame . Date modified Type Size
B setup.exe 2019/4/217:15 Application 12,994 KB

Figure 23: Quectel LTE Windows USB Driver

Select Setup.exe to install Quectel LTE_Windows_USB_Driver, after install finished PC serial port as
below:
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273 Ports (COM & LPT)
E ----- L= ? Communications Port (CORMIL)

Quectel USE NMEA Port (COMS2)
US Serial Port (COM13) | rain seral port
USE Serial Port (COM32)

Figure 24: PC serial port

Import certificates into the module and connect the module to AWS IoT platform with AT command related
to MQTTS. The process is shown as below.

Step 1: Upload the certificates into the module

5] 6d1fad7feb-certificate.pem.crt 2000/1/20 14:48  Z223H45 2KB

|| 6d1fa87feb-private.pem.key 2020/1/20 14:49 KEY =2ff 2 KB W et REM
|| 6d1fa87feb-public.pem.key 2020/1/20 14:48  KEY X/ —rli- user_key. pen

7] AmazonRootCAl.pem 2020/1/20 15:00 PEM Zrf4 2 KB

— i oot DEM

Figure 25: AWS Connection Certificates

Upload the certificates into the module:

© QoM V16 EEIEE
About
COM Port Setting Command List B
COM Port: |24 vl Baudrate |1152DI} ;l StopBits: |1 ;l Parity: INnne ;I ™" Chooss Al Commands ) Execute AT commaI\E‘Exr HE Tz
™ 1: [AT+QFUPL="cacer pem” 1445 100 1 | [ess
ByteSize: |2 'I Flow Control INo Ctrl Flow - Close Port | [~ 2. JAT+QFUPL="dclient pem" 1220.100 I 2 2096
[~ 3 |AT+QFUPL="user_key1pem" 1679.100 w3 |[s0%6
AT=QFUPL="cacert pem".1446,100 [~ 4 [AT+QSSLCFG-"cacer” 2. 'cacer pem” T F 4 |[m0
CONMECT - — 0 r—
ORUPL 1448.3030 [~ 5 [AT+QSSLCFG="diertcet" 2 "diient pem rF 5 |[[oo
- [~ 6 [AT+QSSLCFG="diertkey" 2 'user keylpen [~ [ 6 | [400
AT+QFUPL="cliert pem” 1220,100 [" 7 |AT+Q55LCFG="ciphersuite” 2.0XFFFF r~ 7 |Jw0
CONMECT [~ 8 [AT+QS55LCFG="sd 24 v 8 |[e0
-QFUPL 12203c23 b veron < (o) =
79 |AT+QSSLCFG="secleval".2.2 ' 9 |40
oK ) - o
AT+QFUPL="user eyl pem” 1679100 [~ 10: [AT+QMTCFG="ss"21.2 CF |0
CONNECT [~ 11: [AT-QMTCFG="version" 2.4 e 1 |00
+QFUPL. 1679,582d —
[~ 12: [AT+QMTOPEN=2,"af5cAdooFcrats iotusn [ W 12 | [400
oK [ 13. [AT-QMTCONN=2."MyloTDevice" rF 13 | [s000
[ 14: [AT+QFDEL="cacer pem” rF 14 ||
[ 15: [AT+QFDEL="client pem" ¥ 15 | [400 3
¥ 16: [AT+QFDEL="user_keylpem" ~ F 16 | [1000
oz rF 17 | 400
[t C F 18 | 400
19 T w19 | [0
[~ a0 " 20 | [400
[2020-08-05_16:06:48:407) DCD:0 CTS:1 R0 . | M2 rF o2
[2020-08-05_16:06.52.275]This File Size is 1679 Bytes ) —
[2020-08-05_16:06:54:437] DCD:1 CTS:1 RI-0 = ry _=z
[20120-02-05_16:06-55719] DCDD CTS1 RID E | o re = |
Tl reF =
Operation 25 rF 2% —
Clear Information | ¥ DTR W RTS [ View File ™ Show Time 2 rF % |
Input Sting: [~ HEX Sting I~ ShowlnHEX [V Send With Enter |75 v
28 r~w 2
Send Command 29 rrF 2
@Telect £il Tend £il Run Ti .|1DDDD |
e B = BBl (e Load Test Script Clear All Commands n imes
Select File | [D:\360MoveData\Users\Jaryoung \Deskiop 2 [Send 100.0% Send File T IW
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Figure 26: Upload Certificates to Module

Step 2: Configure TLS option:

AT+A55LCFG="cacert" 2,"cacert pem”
E'}IE@SS LCFG="clientcert",2,"client pem”
i'}ISﬂSS LCFG="clientkey",2,"user_key1pem”
E'II&QSS LCFG="ciphersuite",2,0XFFFF
E'}IE@SS LCFG="gslversion",2,4

E‘E@SS LCFG="seclevel".2.2

E'IIJEH] MTCFG="ssl".2.1.2

oK

Figure 27: Configure TLS Option

Step 3: Configure MQTTS and MQTT protocol version

AT+QMTCFG="ssl" 2,12
oK
AT+QMTCFG="version" 2.4
oK

Figure 28: Configure MQTT Option

Step 4: Connect to AWS IoT with MQTTS.

AT+OMTOPEN=2,"af bc Ndoo Hor-ats iot us-west-Z2 amazonaws .com” 8883
DK

<OMTOPEN: 2,0
AT+EIMTCONN= 2,"MyloTDevice”
OK

<OMTCONN: 2,00

Figure 29: Connect Server

2.5. Use the Device Shadow Service

Use topics to enable applications and things to get, update, or delete the state information for a Thing
(Thing Shadow).
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Refer to https://docs.aws.amazon.com/iot/latest/developerguide/device-shadow-matt.html

Shadow topics

The topics in this section are used by named and unnamed shadows. The topics used by each differ only in the
topic prefix. This table shows the topic prefix used by each shadow type.

ShadowTopicPrefix value Shadow type
$aws/things/thingName/shadow Unnamed (classic) shadow
$aws/things/thingName/shadow/name/shadowName Named shadow

To create a complete topic, select the ShadowTopicPrefix for the type of shadow to which you want to refer,
replace thingName, and shadowName if applicable, with their corresponding values, and then append that with the
topic stub as shown in the following table. Remember that topics are case sensitive.

Figure 30: Shadow Topics

Step 5: Subscribe and publish messages:

AT+AMTPUB=21.1.0,"%aws.things/Myla T Device/shadow//get /accepted”
= Hello AWS 1oT!
0K

<OMTPUB: 21,0

+OMTRECY: 2.1,"Saws.Ahings/Mylo T Device/shadow./get ‘accepted” . "Hello AWS laT!"

Figure 31: Publish message
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3 Example

This chapter provides examples for AWS loT platform access authentication. The following shows the
whole process of accessing to AWS loT with MQTTS.
3.1. Configure the Network

ITAT+QCFG="nwscanmode",[,<scanmode>]
lI<scanmode>: 0  Automatic

1l 1 GSMonly

1l 3 LTEonly

AT+QCFG="nwscanmode",3 /IConfigure the scan mode to LTE only.
OK

[IAT+QCFG="iotopmode"[,<mode>]
/l<mode>  Number format. Network category to be searched under LTE RAT.
1l 0 eMTC

1l 1 NB-loT

1l 2 eMTC and NB-loT

AT+QCFG="iotopmode",1 /[Configure the network to NB-IoT.
OK

[IAT+QCFG="band"[,<gsmbandval>,<emtcbandval>,<nbiotbandval>]

/l<gsmbandval>: A hexadecimal value that specifies the GSM frequency band. If it is set to 0, it means
not to change GSM frequency band.

/l<emtcbandval>: A hexadecimal value that specifies the eMTC frequency band. If it is set to O or
0x40000000, it means not to change the frequency band

/I<nbiotbandval>: A hexadecimal value that specifies the NB-loT frequency band. If it is set to O or
0x40000000, it means not to change the frequency band

/[For the supported band list, please refer to Chapter 4.

AT+QCFG="band",0,0,10 /IConfigure NB-IoT network BAND 5, the hexadecimal value
is 0x10, only need input 10.

OK

AT+CEREG?;+QNWINFO;+QCSQ /IQuery the network status.

+CEREG: 0,1 /IRegistered NB-loT network
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+ONWINFO: "CAT-NB1","46011","LTE BAND 5",2506
+QCSQ: "CAT-NB1",-80,-94,103,-15

OK

3.2. Load Certificates

//If the module already has certificates, please delete the certificates with AT+QFDEL first.
AT+QFDEL="cacert.pem"

OK

AT+QFDEL="client.pem"

OK

AT+QFDEL="user_keyl.pem"

OK

/[The server certificate size is 1446 bytes, the timeout is 5000 s, upload the certificates after echoing
CONNECT.

AT+QFUPL="cacert.pem",1446,5000

CONNECT

MIID7zCCAtegAwIBAgIBADANBgkghkiGOWOBAQsFADCBmMDELMAKGALUEBhMCVVMx
EDAOBgNVBAgTBOFyaXpvbmEXEzARBgNVBACTCINjb3ROc2RhbGUxJTA]BgNVBAOT
HFNOYXJmawWVsZCBUZWNobm9sb2dpZXMsIEluYy4xOzA5BgNVBAMTMINOY XJmaWVs QIrgMwOR9+53pBIbQLPLJGmpufeBG95 Series AWS |oT_Platform_Access _User_Guide 24 /31
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sSi6
+QFUPL: 1188,2d13
OK

/IThe client certificate size is 1220 bytes, the timeout is 5000 s, upload the certificates after echoing
CONNECT.

AT+QFUPL="client.pem",1220,5000

CONNECT

MIIDWTCCAKGgAwIBAgIUEU8Sdtdxv7TSMa+gSJctGwP/efAwDQYJKoZIhveNAQEL
BQAWTTFLMEKGALUECwWXxCQW1hem9ulFdlYiBTZXJ2aWNIcyBPPUFtY Xpvbi5jb20g{67yv5RS3yZZtFS+3962psf7q
LDWm/vnClp4B4ZehNiGyZHfC5X+mN9HCe2ej+npukHBwWPFgzf0eOPsY25LrNTtW
SRcWzQAdG1YJukOudai+NcThYrJKNcNj2BHRk1+rZiSRp19Jwzks6xalrYAT2zcx
tcT5gJql6yCqlHSmMF603JxksSIYFASSc/Yx+705zR5g/sNehh/BL43SZFAhly2rl
tOg3g6iwlLrKD0s3/VdoK8p8xfZwF8MksKpKil4LKwAb2e GnCAhgfB8JIKvjK

+QFUPL: 1224,7a6¢
OK

/[The client key size is 1679 bytes, the timeout is 5000 s, upload the client key after echoing CONNECT.
AT+QFUPL="user_keyl.pem",1679,5000
CONNECT

MIIEpAIBAAKCAQEA3ImMV+uSxI8PZbPTtIdQEXxIaHEAFKWY15bz79HWPzyKY0b4Qr
fakOJLp+gPXOhiSIkXItnKpKCf4ZbhZgs8HITYAAbYh7CwX145dzzs2TgZ21L7VC
tuN/4mRyasMwcMWrg6DMSGNI/clcyVTIINIMIN1jQfG5H5pBu3Lx3rPKo17qcUt7
w25RtDsCZIwCOIAM4NM+xUa/d3Ns7oUjdNEhAIKnfewtngBIFET3L60OEINSEeT96
F70Pryxt5Y59sCQXJIKYgMVOEYshpDrP6Nbud 7FmEFrFvGhLV2pPuPeU2qyhHn2G
vDPyUoPbOdA9GUNIW/XH6dJIX+19QCX9z50fSmwIDAQABAOCIBAB7Zh6TfilptxCE9
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 x+Ina7uQS8CgYEALIRC2poVDFgDiBHdy+zO
Gt+2baRRw6ewfY+PtHi36K8MgqLKCRJI3DB3p9rTkq75yeCa9huOVoE4QiGUVwzgx
+w7PpRIECWLWW/SbWOwRCI7UyiLM+woWKjk7LneFEZjpjH6hCjVdLoe6gnamPmWu
12gSIxpct9/VC4ok7+UhBYECQYEAS5Wr9Tp4jac8FaHJbgMocrZeC45kqd5R1tK S+
dS/a3wJCZ1zvkv8m6K+D3/aP0O2bcgQuoFtw+50LaWjzOyY4hKYEDRI(flIDeicZIq
cjd+8KsMzum67Xd+zbOb8Fgyive6K+Cc/foNbKYitc6 NOIJ+mcvW+5jvwwG7Ss9el
C4RHz2sCgYBhykXUvOzuAYHhmUQhu/5YspuacwZTmOP27TQm7iX9wPaa7vwUPCEB
VAAW]ORZgCURDbRIiaonLCQ15ZZwg/GV1IfzsX1+WIrv3V4LhQ6glkpuN8pGOMvV3VA
GQEUj6zg6ALKdYWwmFd8J3BYE3m30Ge0ifk50zDqCyyuNxOwAwhlpeQ==

+QFUPL: 1675,150

OK

AT+QFLST /IQuery the list file.
+QFLST: "cacert.pem",1446

+QFLST: "client.pem",1220

+QFLST: "user_keyl.pem",1679

OK

3.3. Active PDP Context

[IAT+QICSGP=<contextID>[,<context_type>,<APN>[,<username>,<password>[,<authentication>]]]

/I<contextID> Integer type. The context ID. Range: 1-16.
/I< context_type >: Integer type. The protocol type.

1 IPv4
/I<APN> : String type. The access point name.
/[<username>: String type. The username.
/[<password> : String type. The password
/[<authentication> Integer type. The authentication methods.
1l 0 None
1l 1 PAP
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I 2 CHAP
n 3 PAP or CHAP
AT+QICSGP=1,1,"m2m64.com.attz","","",0
OK
AT+QIACT=1 /IActive PDP contextID 1.
OK

3.4. Configure SSL Option

AT+QSSLCFG="cacert",2,"cacert.pem" //Configure the path of server certificate for SSL context 2.
OK

AT+QSSLCFG="clientcert",2,"client.pem" //Configure the path of client certificate for SSL context 2.
OK

AT+QSSLCFG="clientkey",2,"user_keyl.pem" //Configure the path of client private key for SSL

context 2.

OK

AT+QSSLCFG="seclevel",2,2 /IConfigure the authentication mode for SSL context 2,
SSL authentication mode: server and client
authentication if requested by the remote server

OK

AT+QSSLCFG="sslversion",2,4 /ISSL authentication version

OK

AT+QSSLCFG="ciphersuite",2,0xFFFF /[Cipher suite

OK

AT+QSSLCFG="ignorelocaltime",2,1 /lignore the time of authentication

OK

3.5. Configure MQTT Option

AT+QMTCFG="SSL",2,1,2 /IConfigure MQTT session to SSL mode for SSL context 2
OK

AT+QMTCFG="version",2,4 /IConfigure MQTT protocol version to MQTT v3.1.1

OK

3.6. MQTT Connection and Data Interaction

/[Start MQTT SSL connection, please refer to chapter 2.3.
AT+QMTOPEN=2,"a2sgasbshsff52-ats.iot.us-west-2.amazonaws.com",8883
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OK

+QMTOPEN: 2,0
AT+QMTCONN=2,"Quectel" /IConnect to MQTT server
OK

+QMTCONN: 2,0,0

AT+QMTSUB=2,1," $aws/things/MyloTDevice/shadow/get/accepted",0 //Subscribe to topics,
/IMyloTDevice is device
/lname

OK

+QMTSUB: 2,1,0,

/[Publish messages. After echoing >, input the payload, and tap “ctrl+Z” send the data.
AT+QMTPUB=2,1,1,0,"$aws/things/MyloTDevice/shadow/get/accepted "

>Hello AWS loT!

OK

+QMTPUB: 2,1,0

+QMTRECV: 2,1,"$aws/things/MyloTDevice/shadow/get/accepted"”,"Hello AWS IoT!"
AT+QMTCLOSE=2 /IClose MQTTS connection

OK

+QMTCLOSE: 2,0

NOTE

For the details of above commands, please refer to Document [1], Document [2], Document [3] and
Document [4].
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4 Support Band List

Table 1: Support Band List

Parameter Supported List Note
00000000 No change eg.: 0x0a=0x02(G
00000001 GSM 900MHz SM1800)+0x08(G
00000002 GSM 1800MHz SM1900)
<gsmbandval> . .
00000004 GSM 850MHz This parameter is
00000008 GSM 1900MHz valid on BG95-M3
0000000F Any frequency band module only.
0x1 (BAND_PREF_LTE_BAND1) LTE B1
0x2 (BAND_PREF_LTE_BAND?2) LTE B2
0x4 (BAND_PREF_LTE_BAND3) LTE B3
0x8 (BAND_PREF_LTE_BAND4) LTE B4
0x10 (BAND_PREF_LTE_BAND5) LTE B5
0x80 (BAND_PREF_LTE_BANDS) LTE B8
0x800 (BAND_PREF_LTE_BAND12) LTE B12
0x1000 (BAND_PREF_LTE_BAND13) LTE B13
0x2000 (BAND_PREF_LTE_BAND14) LTE B14

0x20000 (BAND_PREF_LTE_BAND18)  LTE B18
0x40000 (BAND_PREF_LTE_BAND19)  LTE B19

0x80000 (BAND_PREF_LTE_BAND20)  LTE B20 eg.: 0x15=0x01(LT
<emtcbandval> 0x1000000 (BAND_PREF_LTE_BAND25) LTE B25 EB1)+0x04(LTE B
0x2000000 (BAND_PREF_LTE_BAND26) LTE B26 3)+0x10(LTE B5)

0x4000000 (BAND_PREF_LTE_BAND27) LTE B27
0x8000000 (BAND_PREF_LTE_BAND28) LTE B28
0x40000000 (BAND_PREF_LTE_BAND31) LTE B31
0x20000000000000000 (BAND_PREF_LTE_BANDG66)

LTE B66
0x800000000000000000 (BAND_PREF_LTE_BAND72)
LTE B72
0x1000000000000000000 (BAND_PREF_LTE_BAND73)
LTE B73
0x1000000000000000000000 (BAND_PREF_LTE_BANDS5)
LTE B85
<nbiotbandval> 0x1 (BAND_PREF_LTE_BAND1) LTE B1
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0x2 (BAND_PREF_LTE_BAND2) LTE B2
0x4 (BAND_PREF_LTE_BAND3) LTE B3
0x8 (BAND_PREF_LTE_BAND4) LTE B4
0x10 (BAND_PREF_LTE_BAND5) LTE B5
0x80 (BAND_PREF_LTE_BANDS) LTE B8
0x800 (BAND_PREF_LTE_BAND12) LTE B12
0x1000 (BAND_PREF_LTE_BAND13) LTE B13
0x2000 (BAND_PREF_LTE_BAND14) LTE B14
0x20000 (BAND_PREF_LTE_BAND18) LTE B18
0x40000 (BAND_PREF_LTE_BAND19) LTE B19
0x80000 (BAND_PREF_LTE_BAND20) LTE B20
0x1000000 (BAND_PREF_LTE_BAND25) LTE B25
0x2000000 (BAND_PREF_LTE_BAND26) LTE B26
0x4000000 (BAND_PREF_LTE_BAND27) LTE B27
0x8000000 (BAND_PREF_LTE_BAND28) LTE B28

0x40000000 (BAND_PREF_LTE_BAND31) LTE B31
0x20000000000000000 (BAND_PREF_LTE_BAND66)
LTE B66
0x800000000000000000 (BAND_PREF_LTE_BAND72
LTE B72
0x1000000000000000000 (BAND_PREF_LTE_BAND73)
LTE B73
0x1000000000000000000000 (BAND_PREF_LTE_BANDS5)
LTE B85
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5 Appendix A References

Table 2: Related Documents

SN Document Name

Remark

[1] Quectel_BG95&BG77_AT_Commands_Manual AT command manual

[2] Quectel_BG95&BG77&BG600L_Series MQTT_Application_Note MQTT application note

[3] Quectel_BG95&BG77_SSL_Application_Note SSL application note

[4] Quectel BG95&BG77_FILE_Application_Note FILE application note

“ NOTE |

The Quectel LTE Windows USB_Driver, QCOM tool and documents please obtain from Quectel.
https://www.quectel.com/support/download.htm

Table 3;: Terms and Abbreviations

Abbreviation
AWS

loT

MQTT(S)
TLS

SSL

QCOoM

EVB

Description

Amazon Web Services

Internet of Things

Message Queuing Telemetry Transport (Security)
Transport Layer Security

Secure Sockets Layer

Serial port tool

Evaluation Board
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