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Our aim is to provide customers with timely and comprehensive service. For any 

assistance, please contact our company headquarters: 

 

Quectel Wireless Solutions Co., Ltd.  

Room 501, Building 13, No.99, Tianzhou Road, Shanghai, China, 200233 

Tel: +86 21 5108 6236 

Mail: info@quectel.com 

 

Or our local office, for more information, please visit:  

http://www.quectel.com/support/salesupport.aspx 

 

 

For technical support, to report documentation errors, please visit:  

http://www.quectel.com/support/techsupport.aspx 

 

 

GENERAL NOTES 

QUECTEL OFFERS THIS INFORMATION AS A SERVICE TO ITS CUSTOMERS. THE INFORMATION 

PROVIDED IS BASED UPON CUSTOMERS’ REQUIREMENTS. QUECTEL MAKES EVERY EFFORT 

TO ENSURE THE QUALITY OF THE INFORMATION IT MAKES AVAILABLE. QUECTEL DOES NOT 

MAKE ANY WARRANTY AS TO THE INFORMATION CONTAINED HEREIN, AND DOES NOT ACCEPT 

ANY LIABILITY FOR ANY INJURY, LOSS OR DAMAGE OF ANY KIND INCURRED BY USE OF OR 

RELIANCE UPON THE INFORMATION. ALL INFORMATION SUPPLIED HEREIN ARE SUBJECT TO 

CHANGE WITHOUT PRIOR NOTICE.  

 

 

COPYRIGHT 

THIS INFORMATION CONTAINED HERE IS PROPRIETARY TECHNICAL INFORMATION OF 

QUECTEL CO., LTD. TRANSMITTABLE, REPRODUCTION, DISSEMINATION AND EDITING OF THIS 

DOCUMENT AS WELL AS UTILIZATION OF THIS CONTENTS ARE FORBIDDEN WITHOUT 

PERMISSION. OFFENDERS WILL BE HELD LIABLE FOR PAYMENT OF DAMAGES. ALL RIGHTS 

ARE RESERVED IN THE EVENT OF A PATENT GRANT OR REGISTRATION OF A UTILITY MODEL 

OR DESIGN.  

 

Copyright © Quectel Wireless Solutions Co., Ltd. 2013. All rights reserved. 
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1 Introduction  
 

This document illustrates OpenCPU Security Data Solution, and shows how to program the critical data in 

OpenCPU platform. 

Quectel

Confidential



                                                                      GSM/GPRS Module Series 
                                                  OpenCPU Security Data Application Note 

 

 OpenCPU_Security_Data_Application_Note       Confidential / Released           6 / 10  
 
 

 

2 Security User Data 
 

Every wireless device has some critical data that has a direct effect on the stability of module.  

 

Take GPRS modem device for example, the configurations information of APN, server IP address and 

socket port number is the critical user data for the modem device. If the user data is lost or corrupted, the 

modem device will not be able to normally work anymore. 

 

Usually, customer may store the user data in two places as below. 

 

Table 1: Place to Store the User Data 

 

For wireless device, the inflexibility of configuration is the necessary consideration. So to use a file to 

store user data is more popular. 

 

To protect the user data from losing, OpenCPU has designed the Security User Data Solution, and 

provided a couple of API functions to access security user data. The security data is stored in security 

data region, and the data in security data region is protected from losing. 

 

OpenCPU has designed 13 blocks of system storage space to store some critical user data. Among the 

storage blocks, each of 1~8 blocks can store 50 bytes, each of 9~12 blocks can store 100 bytes, and the 

13th block can store 500 bytes. 

Place Advantage  Disadvantage 

Constant variable, in code Safe 
Cannot be reconfigured 

according to actual case. 

User config file,  

in user file system 

Can be configured according to 

actual case. 

A possible risk exists: the config 

file is lost or corrupted. Quectel
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3 API Function 
 

Customer App program may call Ql_SecureData_Store() to store the critical user data into security data 

region. And call Ql_SecureData_Read() to read back the critical user data. 

 

3.1. Ql_SecureData_Store 

 

This function stores the critical user data to security data space. 

 

OpenCPU has designed 13 blocks of system storage space to store critical user data. Developer may 

specify the first parameter index [1-13] to specify different storage block. Among the storage blocks, 1~8 

blocks can store 50 bytes for each block, 9~12 blocks can store 100 bytes for each block, and the 13
th

 

block can store 500 bytes. 

 

 Prototype 

s32 Ql_SecureData_Store(u8 index , u8* pData, u32 len); 

 

 Parameters 

index: 

[in] The index of the user data, range from 1 to 13. 

 

pData:  

[in] Pointer to the data need to be stored. 

 

len: 

[in] The length of the user data. When the index is (1~8), len should be less than 50; when the index 

is (9~12), len should be less than 100; when the index is 13, len should be less than 500. 

 

 Return Value 

QL_RET_OK, this function succeeds. 

QL_RET_ERR_PARAM, invalid parameter. 
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3.2. Ql_SecureData_Read 

 

This function reads secure data which is previously stored by Ql_SecureData_Store. 

 

 Prototype 

s32 Ql_SecureData_Read(u8 index, u8* pBuffer, u32 len); 

 

 Parameters 

index: 

[in] The index of the user data. Range from 1 to 13. 

 

pBuffer: 

 Buffer to store the data to read. 

 

len: 

[in] The data length to read. When the index is (1~8), len should be less than 50; when the index is 

(9~12), len should be less than 100; when the index is 13, len should be less than 500. 

 

 Return Value 

If this function succeeds, the real read length is returned. 

QL_RET_ERR_PARAM, invalid parameter. 

 

3.3. Example 

 

The following codes show how to store user data into security data region, and how to read back the data 

from security data region. 

//Suppose that the goal user data is in the structure m_GprsConfig. 

ST_GprsConfig m_GprsConfig={ 

    "CMNET",    //APN name 

    "aaa",        //User name for APN 

    "bbb",        //Password for APN 

    0, 

    NULL, 

    NULL, 

}; 
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 Store to security data region 

u8 idx; 

u32 dataLen=sizeof(m_GprsConfig); 

if (dataLen<=50) 

{ 

    idx=1..8; 

} 

else if (dataLen<=100) 

{ 

    idx=9..12; 

} 

else if (dataLen>100) 

{ 

    idx=13; 

} 

else 

{ 

//Developer may choose multi-block to store the data. 

// … 

} 

ret=Ql_SecureData_Store(idx, (u8*)&m_GprsConfig, dataLen); 

if (ret !=QL_RET_OK) 

{ 

    Ql_Debug_Trace("<-- Fail to store critical data! Cause:%d -->\r\n", ret); 

} 

 

 Read back data from security data region 

{ 

//Retrieve config information from security data region 

    u8 idx=9; 

    ret=Ql_Userdata_Read(idx,  (u8*)&m_GprsConfig, sizeof(m_GprsConfig)); 

    Ql_Debug_Trace("<-- Read back data from security data region, ret=%d -->\r\n", ret); 

     

//Now, the config information is restored into m_GprsCofnig. 

//Program can directly use the data in m_GprsCofnig. 

    //… 

} 
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4 Appendix 
 

Table 2: Reference Document 

 

 

SN Document Name 

[1] OpenCPU_User_Guide 
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